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Agenda & Topics

• Introductions

• Why secure technology is the foundation of modern government services
Guest presenter – Steve Stephanou, General Manager, Manchester, CT

• Myth-busting – “tech and security are overhead items”
o Tech and security in a municipality
o Concept of technical/security debt
o Consequences of security debt
o Why municipal government is crippled by security and technical debt

• What can be done to resolve security debt? 
o Changing the conversation around security and technology – risk and service delivery

▪ How do we talk tech without talking tech?
o Getting out of debt

• Strategic planning key elements
o Understanding where you’re at – strategies for starting the conversation
o Setting reasonable expectations
o Security is constantly evolving journey



Introductions

Presenter – Greg Bugbee, Novus Insight

About Novus Insight:

• Based in East Hartford, Connecticut

• Began as IT department of a nonprofit (CT Center for Advanced Technology)

• Technology services provider & consultant

o Security, compliance, and business process consulting

o IT managed support

o Private cloud hosting

o Application development & data consulting

• Created the Connecticut Municipal Cloud – a hybrid cloud for municipal, education, and nonprofit use



About You

We’d like to get to know you! Please…

1. Introduce yourself and municipality

2. Provide one thing you’re hoping to take away from this particular 
workshop or the series of planned workshops



Secure Technology as the Foundation of Modern Gov’t Services

Q&A with Steve Stephanou, Acting General Manager, Municipality of Manchester, CT

• Key points:
o Citizen expectations of government technology are increasing. They expect:

▪ Amazon-like ease of use
▪ Availability of services
▪ Accessibility of information and services
▪ To have their security and privacy maintained

o Attacks on municipalities are increasing
▪ Legacy systems are in place = easy target
▪ Lots of information to exploit and sell – data has a price
▪ Insurance has been quick to pay ransom – this is changing

• How do we break the cycle we’re in and tackle these issues?

• How do we cultivate “investment” in municipal technology initiatives? There’s nothing flashy about 
security/compliance…

• What is the recipe for success?



Myth Busting 
Tech and Security Are Not Overhead

Myth #1 - “My town is small. We don’t have complicated security, compliance, and 
technology needs.”

• All municipalities, large and small, have the same basic departmental structure and needs. 

• Municipal government structure rivals that of most corporations. Municipal government is 
diverse and consists of multiple lines of business. 

• Municipal org charts are complicated and as we will see on the next slide, the security and 
compliance requirements are significant and varied. 
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Myth Busting 
Tech and Security Are Not Overhead

Myth #2- “All municipal data is public; I don’t need to protect it because it’s out there anyway or can be 
made available to the public.”

Fact – municipal data contains very sensitive information that could expose the municipality to liability if breached. 
Massachusetts state law has specific requirements for breach notification related to personally identifiable 
information.

Five types of municipal data that are highly regulated and require significant investment to protect:

1. Criminal justice information system data (CJIS) – subject to FBI audit for both law enforcement & general, non-LEO use. 
Includes background checks, arrest records, law enforcement investigations.

2. HIPAA – medical information related to ambulance services and other insurance billed services

3. PCI – credit card information

4. PHI/PII – personal health information, personally identifiable information, including:
• Employee records
• Health information on permission slips
• Social security numbers, driver’s license numbers, etc.

5. Critical infrastructure/regulated information – IT documentation, water/sewer plans, communication plans, building 
department/zoning information related to generation plants, or military projects



Myth Busting 
Tech and Security Are Not Overhead: 

Overview of Tech and Security in a Municipality

Myth #3 - “We can rely on grant funding and capital plans to keep our technology up to date.”

Fact – Technology and the threats against technology are evolving at such a rapid pace that constant maintenance 
is necessary. 

• Technology does not use the same model as fleet vehicles for purchasing and maintenance, yet we tend to 
treat them the same way – e.g., buy a server and software system, run it beyond its recommended support 
term, and hope to get 5 additional years out of it… This is risky!

• Technology requires lifecycle planning. Support, maintenance, and security need to be part of the purchasing 
process. 

• All technology products require updates, vendor support contracts, and service plans. The days of buying a 
system out of a capital budget or with a grant are done, unless you also build in service and support for the life 
of the system. 



Myth Busting 
Tech and Security Are Not Overhead: 

Overview of Tech and Security in a Municipality

Myth #4 - “Technology and security are overhead items, and we need to keep our overhead low”

Fact – Government exists to serve constituents, and there is a cost associated with providing services. Low cost does 
not always equal the best value. 

• Keeping costs low does not justify services being omitted, systems being pushed beyond their useful lifespan, and 
maintenance being deferred. 

• Technology investment needs to be strategic, reduce (not introduce) risk, and support the needs of the 
community (including protecting constituent information)



Myth Busting 
Tech and Security Are Not Overhead: 

Overview of Tech and Security in a Municipality

Case Study –Wireless Purchasing:

• Municipality is building a new town hall and needs wireless access points 

• Bid spec is created and solicitation is created. Bids are due July 1, 2021.

• Lowest bidder submits a bid for access points

• Bid accepted on July 7th, contract executed right away, and purchase order cut

• Vendor orders equipment, just in time. The selected model goes end of sale on July 21st – but they got such a great price!

• Installation is scheduled for October/November 2021 with a building opening in January of 2022.

• The access points will no longer be supported with security and feature updates as of July 21, 2026. Supported operation of the 
access points, without introducing risk, is only 4.5 years. 

• If the town had investigated the lifecycle and support, they would have been able to get 7 years of supported life out of the 
products. Unsupported products are a huge risk. Security requires planning!



Believing in Myths Leads to Technical and Security Debt

What is Security Debt?

Security debt occurs when organizations do not invest enough money or resources into security efforts upfront. 
The term compares the pressures of monetary debt with the long-term burden faced by organizations and IT 
teams when security shortcuts are taken.

Security Debt Factors:

• Lack of support and maintenance contracts

• Pushing products beyond their supported lifecycle

• Hastily implemented solutions – i.e., We’ll fix the security issues later! We need this now!-COVID haste

• Lack of risk analysis, due diligence, and management 

• Technology sprawl – many solutions without integration and management

• Lack of patching, vulnerability management, & backup and recovery configurations 

• Investment solely in technology without investment in training and process development 



Security Debt Case Study: City of Atlanta

March 22, 2018 – City of Atlanta is crippled by a ransomware attack that took out utility, parking, police, court 
services, and many other critical functions. The city spent an estimated $9 million on recovery efforts. Full 
recovery took over six months. 

Security Debt Led to This Attack

• A January 2018 audit revealed over 2000 vulnerabilities in Atlanta’s systems.

• Staff became so overwhelmed by the number of issues to resolve that they simply gave up.

• 100 Servers were running unsupported versions of Microsoft Software (servers were 3 years out of support).

• The security program was not mature and was “ad-hoc”, according to a January 2018 audit. 

• Investment was lacking in people, process, and technology. 



Later is better than never, but when 
“later” never arrives, existing 
security debt becomes worse.

Addressing Security Debt



1. Recognize that you’re in a reactive state and begin to take steps towards becoming more proactive.

2. Conduct a risk assessment – understanding what’s truly important will help prioritize your debt. Don’t just 
think security for the sake of security. Understand what needs to be secured and what the risk is. We will 
cover risk assessments in more detail. Risk assessments are a service-focused discussion, not an IT-focused 
discussion.

3. Getting out of security debt takes resources, but the resources need to be prioritized based on risk.

4. Look for investments that will transform the risk footprint. Perhaps, instead of focusing on prevention, 
focus on resiliency. 

Getting Out of Security Debt



Point 1:  It’s not about the tools; it’s about the big picture. 

• When creating a program, it is important to understand what “business” problem you are trying to 
solve. For example:

“We need a new backup program capable of maintaining 36 restore points with 4-hour RPO.”

vs.

“Multiple departments have expressed concern they may not be able to recreate work going 
back more than 4 hours if there were to be a cyber event and their data was deleted. To 
address this issue, we propose enhancing the backup system in order that additional backups 
are taken throughout the day.” 

Talking Tech without Geeking Out



Point 2:  Setting expectations is key.

• Security should be considered a journey. It is unrealistic to think that a capital spending project can 
solve a town’s security issues in a single budget cycle.

• Security requires ongoing investment. Towns need to think about creating separate security budgets, 
apart from the IT budget. 

• Capital infusion through grants or a capital campaign can help move the needle, but non-recurring 
investment should be contained to remediation type projects, not long-term, security operations-type 
expenses. Examples include migration projects, security assessments, etc. 

Talking Tech without Geeking Out



Point 3:  Paint a clear picture of risk management.

• Understanding the likelihood and impact of a security situation is key to cultivating buy in and reinforcing why an 
investment in security is necessary.

• The end goal of risk management is to move the likelihood and threat to an acceptable level.

• Each department should have a risk register based on their business processes and systems they use.

o Example of a basic risk register: 

Department Process System Threat Likelihood Impact Remediation

Finance Online Banking Webster Bank Unauthorized 
access due to lack 
of MFA

Med High Implement MFA or if not 
supported, password 
manager w/MFA

WPCA Sewer Control SCADA Unsupported 
Windows System

High High Upgraded computer to 
new version of windows

Talking Tech without Geeking Out



Point 4:  Look at insurance as a “when all else fails,” not as a risk mitigation program!

• The cyber insurance landscape is changing significantly.

• Underwriting is becoming more stringent. Cyber insurers are risk averse and are now looking to ensure 
municipalities are addressing risk before providing policies.

• Many municipalities have been dropped from coverage because of “security debt”.

• Insurers are now requiring that municipalities have:

o Backups they can recover from

o Employee cyber security training programs

o Inventories of critical data

o Technical controls like multifactor authentication, encryption, etc. 

o Wire transfer and ACH verification procedures

• Lack of insurance inclusion in a risk transfer strategy is a massive risk!

Talking Tech without Geeking Out



Case Study- Peterborough, NH

August 23, 2021

• Peterborough, NH was scammed out of $2.3 million 
in an email fraud scheme

• Standard wire transfers were rerouted to fraudsters 
as part of the scam

• Town policy calls for verification of wire transfers, but 
the policy appears to have not been followed

• Attackers had been in the email system for several 
months watching and learning communication 
patterns and looking for an opportunity to attack

• It is unclear if insurance will cover the breach since 
policy and procedures were not followed



Strategic Planning Key Elements

• Think long term – it’s a journey.

• Understand business requirements and risks – security programs are often misaligned with risk and business needs.

• Ask business-related questions regarding your security program:

o How long will it take us to recover from an outage?

o How much data would we have to recreate, or can we even recreate?

o Do we know how vulnerabilities are managed? Is anyone managing them?

o Do we know what data we have and how it needs to be protected?

o Do we know what our critical business processes are and what systems support them?

• Trust but verify:

o Ask for proof. Look for evidence of how systems are being managed.

o Ask for how system configuration supports security, privacy, and business requirements. 



Wrap Up – Key Takeaways

• Municipalities are prime targets for cyber attacks – structured similarly to complex corporations, and 
their data  is just as valuable!

• Towns and cities are the stewards and fiduciaries of highly sensitive data.

• Citizens expect more from their government in the digital age – ease of use, speed of service, and high 
security are key.

• Insurance companies are cracking down – don’t be at risk of being dropped from coverage or having 
coverage denied because of poor cybersecurity positioning.

• IT purchasing requires planning – unsupported products are a huge risk.

• Align technology strategy to business needs. Think strategically about technology and tech-related risks.

• Information security is not a capital expense. It is an operating expense.



Resources

• NIST Risk Management Framework- https://csrc.nist.gov/projects/risk-management

• MS-ISAC- Cyber resources for local government- https://www.cisecurity.org/ms-isac/

• CISA- Cybersecurity & Infrastructure Security Agency- https://www.cisa.gov/

• Mass.gov Enterprise Security Office- https://www.mass.gov/cybersecurity Good resource for model 
policies and standards

• MA Breach Notification Act overview- https://www.mass.gov/info-details/requirements-for-data-
breach-notifications

https://csrc.nist.gov/projects/risk-management
https://www.cisecurity.org/ms-isac/
https://www.cisa.gov/
https://www.mass.gov/cybersecurity
https://www.mass.gov/info-details/requirements-for-data-breach-notifications


Q & A

Thank you!

Greg Bugbee, CISSP
gbugbee@novusinsight.com

860.282.4200
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