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Agenda & Topics

• Introductions

• In the news

• Recap of a WISP and supporting programs

• Key programs for every municipality

➢Acceptable Use Program

➢Change Management Program (probably the most important program!)

➢Data Classification and Protection Program

➢3rd Party Risk Management Program

• Gaining support and implementing these programs 



Introductions

Presenter – Greg Bugbee, Novus Insight

About Novus Insight:

• Based in East Hartford, Connecticut

• Began as IT department of a nonprofit (CT Center for Advanced Technology)

• Technology services provider & consultant

o Security, compliance, and business process consulting

o IT managed support

o Private cloud hosting

o Application development & data consulting

• Created the Connecticut Municipal Cloud – a hybrid cloud for municipal, education, and nonprofit use



About You

We’d like to get to know you! Please…

1. Introduce yourself and municipality

2. Provide one thing you’re hoping to take away from this particular workshop or the series of 

planned workshops



Notable Security News
• US Cybersecurity and Infrastructure Security Agency (CISA) 

published a joint advisory warning of “ongoing malicious 
activity – by both known and unknown actors directed against 
water and wastewater treatment facilities. 

• A former employee at Kansas-based WWS facility 
unsuccessfully attempted to remotely access a facility 
computer in March 2019 using credentials that hadn't been 
revoked

• Compromise of files and potential Makop ransomware 
observed at a New Jersey-based WWS facility in September 
2020

• An unknown ransomware variant deployed against a 
Nevada-based WWS facility in March 2021

• Introducing ZuCaNo ransomware onto a Maine-based 
WWS facility's wastewater SCADA computer in July 2021

• A Ghost variant ransomware attack against a California-
based WWS facility in August 2021



Peterborough, NH 
Update
Perpetrators of a $2.3 million fraud against Peterborough 
taxpayers over the summer initiated the criminal 
enterprise by compromising the email of one town 
employee, according to a timeline prepared by local 
officials.

“April 2021– The email account belonging to a Town of 
Peterborough finance staff person was compromised by a 
Bad Actor utilizing IP addresses from outside the U.S.,” 
states the timeline prepared for the September 21 Select 
Board meeting.

Those running the scam then capitalized on their 
knowledge of the legitimate vendor requests.

“Through a bit of luck on their part, bad luck on ours 
unfortunately, they were able to insert themselves into 
those conversations as they were happening, fairly 
seamlessly,” MacStay said.

The perpetrators pretended to be these vendors and sent 
emails directing the town to send the electronic fund 
transfers to bank accounts they had set up.
Then, to further their scheme, they deleted legitimate 
emails from the vendors to the town.

Link to Full Story- Ledger Transcript

https://www.ledgertranscript.com/pbscam-ml-100521-42830401


October Is Cybersecurity Awareness Month
Tips you can share with your municipal staff

CISA #BeCyberSmart Campaign

• Online Privacy

• Cybersecurity Starts With You

• Phishing and Spoofing

• Cyber Secure at Work

https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20-%20Online%20Privacy%20Tip%20Sheet.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20-%20Cybersecurity%20Starts%20With%20You%20Tip%20Sheet.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20-%20Phishing%20Tip%20Sheet.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20-%20Cyber%20Secure%20at%20Work%20Tip%20Sheet.pdf


• WISPs reference these documents as part of the 
information system governance

• Many organizations do not properly separate 
policies, procedures, guidelines, and standards

• This leads to large, meaningless, paperweights that 
are not easily understood or actionable

• Let’s look at how these documents should work 
together to help support the WISP

Policies, Procedures, Standards, & Guidelines 



• Formal statements produced and supported by senior 
management

• What are our objectives?

• Easily understood by the reader

• Created with the intent to be in place for several years, with 
regular review

• Not technical, but informative of the position. The “What” 
and “How” will be filled in by Procedures and Standards.

Policies



• Step-by-step instructions to achieve a particular goal

• “To maintain compliance with our data handling policy, follow 
the data handling procedure”

• Cookbook of staff instruction 

• Examples:

➢ Employee onboarding, offboarding, and transfer

➢ Backup and recovery

➢ Patch management

➢ Wire transfer authorization

• Should be easily understood and relevant to the end user 

• Can be developed as you go

• Must be updated as systems and requirements change

Procedures



Mandatory courses of action or rules that give formal policies 
support and direction.

• Encryption Standard – what is the minimum technology 
solution for encryption?

• Acceptable Use Standard – dos and don’ts for system use

• Authorized Systems Standard – minimum requirements for a 
software or platform to be authorized. For example, all cloud 
service providers must: 

➢ Report data breaches within 72 hours

➢ Must undergo a 3rd party code review and vulnerability 
assessment

➢ Must sign and agree to the terms of the acceptable use 
standard

Standards



Recommendations to users when specific standards do not apply

• Open to interpretation

• Designed to be flexible for unforeseen circumstances

• Not the same as a formal policy and not enforceable to the 
level of a policy, procedure or standard

Guidelines



Acceptable Use: A program used to inform end users of permissible and restricted
use of the system. Every entity with an account on your system should read and
acknowledge the details of the acceptable use program

Information Classification and Handling: Program designed to inform
users of how to recognize, classify, and protect sensitive information

Change Management: Traditionally, finance has been the gatekeeper of
change; if you need to buy something – software, service, etc., there’s a process
for requisition. The Change Management program ensures security is a priority
in the change process.

3rd Party Risk Management: Program for evaluating and managing 3rd parties
(vendors and service providers) within your organization and information system.

Programs We Will Cover Today



Center for Internet Security and MS-ISAC (Multi-State Information Sharing & Analysis Center)

Important- Every municipality should have at least one person signed up for MS-ISAC alerts

• MS-ISAC sign up- cisecurity.org/ms-isac/

CIS and MS-ISAC have created a program template library where you can find resources 

organized by the NIST Cybersecurity Framework (CSF)

Resource Library

Additional Program Templates

https://www.cisecurity.org/ms-isac/
https://www.cisecurity.org/wp-content/uploads/2020/07/NIST-CSF-Policy-Template-Guide-2020-0720-1.pdf


• Designed for employees, contractors, and anyone else using the information system

• Key areas:

o Privacy

o Dos and Don’ts of the use of the system

o Personal use

o Authorized devices and systems

o Social media use

o Reporting of incidents

• Everyone using the system must sign and acknowledge the acceptable use program

Acceptable Use Program



• Purpose: to protect sensitive information handled by the municipality

• Three distinct parts:

1. Information security policy

o Roles and responsibilities

o Overview of expectations and purpose

2. Information classification standard

o Outlines methods for organizing information, assigning data owners, and classifying
information 

3. Information handling guidelines

o Provides actions for handling specific types of information 

Information Classification and Handling Program



• Purpose: Helps to ensure Security and Compliance are considered when making changes. 

• Change management can be initiated by:

o Procurement of information system resources (hardware, software, services, etc.)

o Modifications to existing systems

• In many municipalities, Finance is the only gate departments need to go through when procuring 
new technology. This is very risky and puts the data custodian in a reactive position.

• System and Services Acquisition Policy - ensures security and compliance are evaluated prior to 
procurement.

• Change Management Program - ensures security and compliance are included throughout the 
change lifecycle – procurement, implementation, maintenance/running, and retirement. 

Change Management Program 



• Change management – creates a structure for tracking technology initiatives from idea phase through 
completion, including continuous monitoring

o Change Management Processes can reduce technological footprint and help eliminate by analyzing 

needs and critically evaluating each major technology decision

o Ensures that new technologies, systems, and applications are vetted by a centralized IT authority prior to 

procurement and implementation

o Utilizes individual group stakeholders to champion change across the organization; change champions 

will work with IT and within their respective units to encourage and enforce compliance to the change 

management process

o Change management lifecycle: change request → impact analysis →Approve / Deny → implement 

change → review / reporting

Change Management Program 



Change Management Program 

• Request for change- A ticket is created in a system of record. The 
ticket is routed to the appropriate stakeholders, typically an IT 
manager

• Impact analysis – Change advisory board: Stakeholders with the 
ability to evaluate this change
o Do we already have something that can satisfy the request?
o Evaluate for security
o Evaluate for compliance
o Evaluate for compatibility
o Understand the lifecycle – How long is this supported for?
o Understand the total cost of implementation and ownership?
o Are there any other things we need?

• Approve or Deny
• Resource and implement the change
• Run and review



Change Management Program
Lifecycle Management 

• Change management helps to ensure system lifecycles are 
appropriately planned

• When purchasing, how do we know what we’re purchasing is 
supported or for how long?

• What is required to maintain the solution we’re implementing?

• All of these areas need to be covered when implementing any 
major system change!

• It may seem burdensome, but the alternative is outdated systems, 
budget short runs, and security gaps. 

Planning and 
Purchase

Usage and 
Upgrade

Replacement 
and 

Decomission



• Third Party Risk Management (TPRM) – Ensures 3rd parties are aware of data handling and security 
requirements. With more services being provided by 3rd parties, it is a must that municipalities have this 
program in place. 

o Clearly states what’s required before connecting or receiving data from the town

o Addresses data classification and assigns a risk level to the vendor

o Ensures that contractors/vendors are doing what is necessary to protect confidentiality, availability, and 

integrity 

o Addresses data retention

o Established service level agreements

o Establishes governance for contractual flow-down to other vendors

3rd Party Risk Management Program



Key Takeaways

• Many organizations do not properly separate policies, procedures, 
guidelines, and standards

• Policies, procedures, standards, and guidelines should work together to 
support a WISP

• A WISP serves to organize your security program and ensures that all 
areas are documented and managed and includes administrative, 
technical, and physical security components

• Every organization should have an acceptable use program for their 
information system and anyone using that system should sign it

• An Information Classification and Handling Program has three distinct 
parts relative to information: security policy, classification standard, 
and handling guidelines

• Change management is essential for ensuring that security is a factor 
in the procurement of any new IT or data system

• A crucial component of change management is lifecycle management



Q & A

Thank you!

Greg Bugbee, CISSP
gbugbee@novusinsight.com

860.282.4200

mailto:gbugbee@novusinsight.com


Next workshop will focus on:

• Incident response planning

• What to do when everything falls apart

• Review of a very interesting case study – What not to do in an 

incident!

Next Steps



• NIST Risk Management Framework- https://csrc.nist.gov/projects/risk-management

• MS-ISAC- Cyber resources for local government- https://www.cisecurity.org/ms-isac/

• CISA- Cybersecurity & Infrastructure Security Agency- https://www.cisa.gov/

• Mass.gov Enterprise Security Office- https://www.mass.gov/cybersecurity Good resource for model policies and 

standards

• MA Breach Notification Act overview- https://www.mass.gov/info-details/requirements-for-data-breach-notifications

Resources

https://csrc.nist.gov/projects/risk-management
https://www.cisecurity.org/ms-isac/
https://www.cisa.gov/
https://www.mass.gov/cybersecurity
https://www.mass.gov/info-details/requirements-for-data-breach-notifications

