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Agenda & Topics

• Introductions

• Security Musings

• What is a WISP and why do I need one?

• Components of a WISP

• How does the WISP relate to the day-to-day operations of the municipality? 



Introductions

Presenter – Greg Bugbee, Novus Insight

About Novus Insight:

• Based in East Hartford, Connecticut

• Began as IT department of a nonprofit (CT Center for Advanced Technology)

• Technology services provider & consultant

o Security, compliance, and business process consulting

o IT managed support

o Private cloud hosting

o Application development & data consulting

• Created the Connecticut Municipal Cloud – a hybrid cloud for municipal, education, and nonprofit use



About You

We’d like to get to know you! Please…

1. Introduce yourself and municipality

2. Provide one thing you’re hoping to take away from this particular workshop or the series of 

planned workshops



What’s the best 
lock for my shed?

• In 2021, there is still a lot of talk about “What’s the best 
firewall?”, “What’s the best antivirus?”, “What’s the best 
encryption?” These are questions we were asking in 2005 
and are not as applicable today. 

• The answer is a resounding, “It depends on what you’re 
protecting!” & “One ‘best’ element, doesn’t mean you’re 
safe and secure.”

• Good security starts with:
• Knowing your risks
• Knowing what you’re protecting
• Knowing about all the layers of protecting information

• People
• Process
• Technology

• Technology needs to be configured to support the overall 
security program. A firewall, antivirus platform, or 
encryption tool won’t work unless aligned to address risk 
and support the overall program

A question fit for 2021 – does the quality/feature set of my 
firewall present a risk to my data? Or are there other factors I 
should look at?



October is Cyber Security Awareness Month
Tip you can share with your municipal staff

Double your login protection. Enable multi-factor authentication (MFA) for all accounts and devices to 

ensure that the only person who has access to your account is you. Use it for email, banking, social media, 

and any other service that requires logging in. If MFA is an option, enable it by using a trusted mobile 

device, such as your smartphone, an authenticator app, or a secure token—a small physical device that 

can hook onto your key ring. 

Check to see if your favorite services offer MFA and get instructions on how to enable it-

https://2fa.directory/

More tips on MFA-

https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20

-%20MFA%20Tip%20Sheet.pdf

https://2fa.directory/
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20Awareness%20Month%202021%20-%20MFA%20Tip%20Sheet.pdf


In 2010, every company in Massachusetts that owns or licenses “personal information” about 
Massachusetts residents is required to develop, implement, and maintain, a Written Information 
Security Program (WISP). A WISP is a document that outlines that administrative, technical, and physical 
security safeguards an organization has in place to protect personally identifiable information (PII).

Municipalities are notably exempt from the WISP requirement (at the current time), but they are not
exempt from ensuring that vendors holding personal information comply, and municipalities are not 
exempt from the breach notification laws, which the WISP supports. 

There is a practical need for municipalities to implement a WISP, even if it is not explicitly required. In 
addition, the AG reporting requirement now mandates organizations to state if they have 
implemented a WISP.

• In Connecticut, a similar program exists; municipalities are not exempt from this requirement 

• WISPs are also required by certain cyber insurance providers

• In general, a WISP serves to organize your security program and ensures that all areas are 
documented and managed 

What is a WISP & why do I need one?



Has your municipality developed a WISP?

o Yes

o No

o In the process of developing one

o Not sure / other

Poll – Does your municipality have a WISP?



• Responsible parties – Data owners, data custodians, security officer

• Data inventory – Knowing where your data is, what types of data you 
have, and the assets that support the information system

• Inventory of applicable laws & regulations – Understanding what 
governs the program

• Risk assessment – Documentation showing that you’ve assessed the 
risk related to data handling and you understand the potential impacts 
on:

• Confidentiality – Only authorized users and processes should be able 
to access or modify data

• Integrity – Data should not be improperly modified, either accidentally 
or intentionally

• Availability – Authorized users should be able to access data 
whenever they need to 

Confidentiality

Integrity

Availability

Key Components of a WISP



• Policies, Procedures, and Standards

• Consequences for Violations of the WISP – what are the enforcement 

methods?

• Employee Onboarding/Offboarding/Transfer processes – ensuring 

employees are authorized for access and access is removed when 

terminated or transferred. 

• Third-party Vendor Oversight – what are your vendors doing to 

maintain security and are they aware of their responsibility to your 

data?

Key Components of a WISP (cont.)



• Physical Security – access to physical records and physical controls 

around information system assets 

• Monitoring – continuous improvement

• Incident Response – plan to respond to incidents that impact 

confidentiality, integrity, or availability 

• Training – do users understand their responsibility to data and know 

how to use the technical features to secure data?

Key Components of a WISP (cont.)



• Account management – secure handling of account credentials

• Permission management – reducing access to a need-to-know basis

• Encryption – sensitive data must be encrypted

• Monitoring – the information system must be monitored, and alerts 

must be managed

• Vulnerability and patch management – systems must be updated, anti-

virus/malware must be installed

Technical Components of a WISP



• University of Massachusetts

• Town of Ayer

• Town of Wellesley

Sample WISPs

https://www.umassmed.edu/globalassets/it/documents/security/umms-wisp-2021.pdf
https://www.ayer.ma.us/sites/g/files/vyhlif2756/f/uploads/180220_wisp_final_approved_0.pdf
https://wellesleyma.gov/DocumentCenter/View/288/Information-Technology-Policies-PDF?bidId=


• Do not list the detail of all your policies, procedures and standards –
these should be referenced by the WISP, but the WISP does not need to 
include that level of detail. In fact, adding procedures and standards in a 
public facing document represents its own potential security risk.

• Do scope the WISP – the WISP should be scoped to critical systems and 
systems that handle sensitive data 

• Do include 3rd parties – let 3rd parties know they need to comply with 
your WISP. You are responsible for giving 3rd parties access to your data. 
Do your diligence!  

WISP Dos & Don’ts



• Help with regulatory compliance – PCI, CJIS, HIPAA all require some form of 
WISP. Organizing your security program around a WISP will help organize 
information for audit and compliance purposes

• Help employees and 3rd parties – WISPs clearly spell out requirements for 
handling sensitive data

• Assist with Cyber Insurance – WISPs are now being required for cyber policy 
renewal

• Define roles and responsibilities – clearly indicate who is responsible for 
security and compliance

What can a WISP do for you?



What Does Rick Astley Have to do With 
Security?



• April 2021, Township High School District, Illinois- Students broadcast Rick 
Astley’s “Never Gonna Give You Up” over the emergency notification system

• 3rd Party Installer– Contractor installed the system, and it was left accessible to 
the student network.

• Default Credentials- Contractor left the default username and password 
configured on the server. Students were able to Google the default credentials 
and get in. 

• Standards would have prevented this– Don’t assume security is configured by 
default. Set the standard and make sure others comply. 

3rd Party Security & Risk Management



WISP Q&A



• WISPs reference these documents as part of the 
information system governance

• Many organizations do not properly separate 
policies, procedures, guidelines, and standards

• This leads to large, meaningless, paperweights, that 
are not easily understood or actionable

• Let’s look at how these documents should work 
together to help support the WISP

Policies, Procedures, Guidelines, & Standards



• Formal statements produced and supported by senior 
management

• What are our objectives?

• Easily understood by the reader

• Created with the intent to be in place for several years, with 
regular review

• Not technical, but informative of the position. The “What” 
and “How” will be filled in by Procedures and Standards.

Policies



• Step by step instructions to achieve a particular goal

• “To maintain compliance with our data handling policy, follow 
the data handling procedure”

• Cookbook of staff instruction 

• Examples:

➢ Employee onboarding, offboarding, and transfer

➢ Backup and recovery

➢ Patch management

➢ Wire transfer authorization

• Should be easily understood and relevant to the end user 

• Can be developed as you go

• Must be updated as systems and requirements change

Procedures



Mandatory courses of action or rules that give formal policies 
support and direction.

• Encryption Standard – what is the minimum technology 
solution for encryption?

• Acceptable Use Standard – dos and don’ts for system use

• Authorized Systems Standard – minimum requirements for a 
software or platform to be authorized. For example, all cloud 
service providers must: 

➢ Report data breaches within 72 hours

➢ Must undergo a 3rd party code review and vulnerability 
assessment

➢ Must sign and agree to the terms of the acceptable use 
standard

Standards



Recommendations to users when specific standards do not apply

• Open to interpretation

• Designed to be flexible for unforeseen circumstances

• Not the same as a formal policy and not enforceable to the 
level of a policy, procedure or standard

Guidelines



Policy: All technology changes to production environments must follow a
standard procedure to reduce the risk associated with change. The
organization requires active stakeholder involvement to ensure changes
are appropriately tested, validated, and documented before
implementing any change on a production network.

Procedure: Ticket, change review, change authorization, resource
assignment, implementation, monitoring

Standard: Data/process owners and asset custodians must
test, validate, and document changes to systems before
implementing the changes on the production network.

Guidelines: Configuration change controls for organizational systems involve the systematic proposal, justification,
implementation, testing, review and disposition of changes to the systems, including system upgrades and modifications.
Configuration change control includes changes to baseline configurations for components and configuration items of systems,
changes to configuration settings for information technology products (e.g., operating systems, applications, firewalls, routers
and mobile devices), unscheduled / unauthorized changes and changes to remediate vulnerabilities.

Putting it all together – Example Change 
Management Policy



Collection of these items is known as a “Program”

• “Written Information Security Program” – WISP

• “Acceptable Use Program” – AUP

• “Vulnerability Management Program”

• “Backup and Recovery Program”

✓ Keep specific technologies in “Standards” and “Procedures”

✓ Keep the language simple and understandable – this is not an essay contest based on word count

✓ Policies need legal review and board-level adoption

✓ Documented and validated procedures = maturity

✓ Training programs should align to policy, procedures, and standards

✓ Scoping is key – not every program applies to all users, think data owners vs. data custodians

✓ 3rd parties must comply with your programs – if they can’t or won’t, that is a massive risk!

Policies, Procedures, Standards, & 
Guidelines Best Practices



Policy, Procedure, Standard, Guideline
Q&A



Key Takeaways

• Good security starts with knowing your risks, understanding what 
you're protecting, and remembering that people and process are just 
as important as technology

• A WISP serves to organize your security program and ensures that all 
areas are documented and managed

• A WISP includes administrative, technical, and physical security 
components

• Remember to include 3rd parties in your WISP and inform them that 
they must comply with the security standard you set

• Documented standards and procedures are key to building a mature 
security program

• Understand the difference between policies, procedures, standards, 
and guidelines, and how these elements combine to develop a 
comprehensive program.



Q & A

Thank you!

Greg Bugbee, CISSP
gbugbee@novusinsight.com

860.282.4200

mailto:gbugbee@novusinsight.com


Next workshop will focus on:

• Deep dive into several important programs:

➢ Acceptable Use Program

➢ Change Management Program (probably the most important 
program!)

➢ Data Classification and Protection Program

➢ 3rd Party Risk Management Program

• We will provide templates you can use for these programs and 
many more.

Next Steps



• NIST Risk Management Framework- https://csrc.nist.gov/projects/risk-management

• MS-ISAC- Cyber resources for local government- https://www.cisecurity.org/ms-isac/

• CISA- Cybersecurity & Infrastructure Security Agency- https://www.cisa.gov/

• Mass.gov Enterprise Security Office- https://www.mass.gov/cybersecurity Good resource for model policies and 

standards

• MA Breach Notification Act overview- https://www.mass.gov/info-details/requirements-for-data-breach-notifications

Resources

https://csrc.nist.gov/projects/risk-management
https://www.cisecurity.org/ms-isac/
https://www.cisa.gov/
https://www.mass.gov/cybersecurity
https://www.mass.gov/info-details/requirements-for-data-breach-notifications

